Item 11
For Noting

Glasgow Kelvin College
Audit and Risk Committee — Meeting 14 February 2023

Governance Update

Report by Director of Estates and Corporate Services and Director of Digital Services

1.

Introduction

The purpose of this report is to provide an update to members in relation to the
following areas of corporate governance:

2 - Complaint Escalation to SPSO - Outcome

3 - Cyber Essentials — w/c 16 January 2023

4 - ChatGPT

5 - West End Campus

6 - Catering Tender

7 - Martyns Law

8 - UMAL Conference

Complaint Escalation to Scottish Public Sector Ombudsman (SPSO) — Outcome
At the November 2022 meeting of the Audit and Risk Committee, members were made
aware of an individual escalating their complaint to the SPSO as they were
discontent with the College’s final response. The SPSO requested that the College
provide them with a copy of the complaint file held to allow them the opportunity
to assess the individual's complaint and determine if any further action was deemed
necessary. Following the SPSO’s assessment of the information provided by both
the individual and the College, SPSO have confirmed that no further investigation on
their part was necessary. The SPSO have advised the individual that their
conclusion is that the College provided a clear response which detailed the
steps taken during the investigation and how the College decision was reached.
The individual has the right to request a review of the SPSO’s decision (within six
weeks) and should the College receive confirmation of a review request being
made, members will be made aware accordingly.

Cyber Essentials

The College undertook its annual Cyber Essentials assessment and is proud to
announce that we have again successfully achieved the Cyber Essentials Plus
certification. This achievement is crucial in ensuring that the College stays
compliant with the Scottish Government's Cyber Resilience Framework. The
assessment this year included several new technical elements that thoroughly
tested our systems and mitigations for managing cyber risks.



Through the dedicated efforts of the Digital Services team and staff throughout the
College, we have successfully met these challenges and have good systems and
controls in place to mitigate against cyber threats.

Our Cyber Essential Plus certificate is attached at the link in Appendix 1.

4. ChatGPT

ChatGPT is a large language model developed by OpenAl. It is a variant of the GPT
(Generative Pre-training Transformer) model, which was trained on a large amount of
text data from the internet. ChatGPT is specifically optimised for conversational and
natural language understanding tasks, such as answering questions, generating text,
and even writing creative content. It uses deep learning techniques to generate human-
like text based on the input it receives. It can be used in a wide range of applications,
such as conversational Al', content creation, and language translation.

It has the potential to benefit the College in the form of answering college related
questions, speeding up the development of software and improving copy writing for
marketing materials. It can also be used as a learning tool for research, essay
assistance, translating and generating practice problems.

There are concerns that students may use ChatGPT, or other language models, in
their studies such as generating text to submit as assessments which pass plagiarism
checks and relying on the system as a primary source of information without
understanding the limitations and bias it contains.

The College is exploring the use of ChatGPT and the impact it may have, both as a
positive tool and challenges it brings to our current working practices.

5. West End Campus
Discussions are ongoing in relation to our West End Campus and include:

e Liaison with staff/lunion members in relocation of the curriculum from this building;

Meetings with staff members to consider suitable spaces within other campus

buildings;

Liaison with College estates staff/contractors in relation to work required;

Obtaining costings for all associated work;

Preparation of planning documents including risk matrices;

Correspondence with property consultants regarding potential options and

associated costs/revenue for lease/sale of this building;

o Consultation events set up (on-line and in person) in relation to garnering
stakeholder views, thoughts and opinions;

e Correspondence prepared for circulation to relevant stakeholders in regard to
plans;

¢ A mailbox has been set up i.e. westcampus@glasgowkelvin.ac.uk to gather all
community/students/stakeholder responses to consultation/engagement;

e Dialogue with Glasgow Colleges Regional Board (GCRB) and a meeting has been
held with the Scottish Funding Council, GCRB with senior College staff; and

' Artificial Intelligence


https://glasgowkelvin.sharepoint.com/:b:/r/sites/Cte-BoardofManagement/Shared%20Documents/Audit%20and%20Risk%20Committee/2022-2023/Meeting%2003%20-%2014%20February%202023/Linked%20Reports/Item%2011.3%20-%20Appendix%201%20-%20GKC%20Cyber%20Essentials%20Plus%20Jan2023%20Certificate.pdf?csf=1&web=1&e=THWeyC
mailto:westcampus@glasgowkelvin.ac.uk

e Meetings held with an external organisation who have expressed an interest in a
long-term lease.

Glasgow Clyde College

At the time of writing this report, our sister College — Glasgow Clyde College has had
to exit their Anniesland Campus due to a problem with their window frames. At present,
a small number of Clyde College staff and students are using some available teaching
spaces within our West End Campus until their window problem is rectified. It is
anticipated that work at the Anniesland Campus will be completed in a timeous
manner.

Our insurance firm has been alerted to the above.

Catering Tender

A catering tender is currently being prepared with assistance from APUC. It is
expected that this will be advertised in March 2023 with a new contract commencing
at the start of Academic Year 2022/23.

Martyns Law

Martyn's Law comes in the wake of a number of terrorist attacks in public spaces
across the UK — most notably, the Manchester Arena bombing. Previously referred to
as 'Protect Duty', the purpose of Martyn's Law is to improve security in public spaces,
protecting and enhancing the safety of both visitors and staff. The UK Government is
aiming to introduce Martyn’s Law in early 2023. It is hoped the introduction of the law
will protect publicly accessible locations in the UK from terrorist attacks and ensure
that businesses are prepared to deal with incidents.

As the Springburn Campus has a capacity of over 800 people at any time we would
fall into the Enhanced Tier for this legislation, (Easterhouse student capacity is 287
and East End 387). As such we would be required to have in place a Risk Assessment
and a Security Plan of a “reasonably practicable” standard. Staff education around
what to do in the event of an attack will be an important part of our duties.

In order to support the implementation of the bill, the Government will establish an
inspection capability to educate, advise and ensure compliance. They have stated
throughout the consultation that requirements placed on Duty holders are
proportionate and should not place undue burdens on responsible parties. Dedicated
guidance and support will be available on the Protect UK website, the link is provided
here Protect UK

The College’s Incident Management and Senior Management Teams undertook a
substantial Tabletop Exercise (TTX) , in March 2021, based on a terror event at two
Campuses. A further, smaller, TTX is being planned for late February 2023 to revisit
this with the duties under Martyn’s Law in mind. Although the final legislation is yet to
be released a factsheet outlining the proposed law can be found at the link in Appendix
2: Martyn’s Law Factsheet.



https://www.protectuk.police.uk/
https://glasgowkelvin.sharepoint.com/:b:/r/sites/Cte-BoardofManagement/Shared%20Documents/Audit%20and%20Risk%20Committee/2022-2023/Meeting%2003%20-%2014%20February%202023/Linked%20Reports/Item%2011.7%20-%20Appendix%202%20-%20Martyns%20Law%20Factsheet.pdf?csf=1&web=1&e=qyzefK
https://glasgowkelvin.sharepoint.com/:b:/r/sites/Cte-BoardofManagement/Shared%20Documents/Audit%20and%20Risk%20Committee/2022-2023/Meeting%2003%20-%2014%20February%202023/Linked%20Reports/Item%2011.7%20-%20Appendix%202%20-%20Martyns%20Law%20Factsheet.pdf?csf=1&web=1&e=qyzefK
https://homeofficemedia.blog.gov.uk/2022/12/19/martyns-law-factsheet/

10.

11.

12.

13.

14.

15.

UMAL Conference — 23 January 2023

L Clark attended a conference on Escape of water — detection, management, and
emergency response.

Resource Implications

There are no negative resource implications arising as a consequence of matters
contained within this report.

Impact on Students

There are no negative impacts on students identified as a consequence of anything
within this report.

Equalities

There are no equality implications arising as a consequence of matters contained
within this report.

Risk and Assurance

This report seeks to provide members with assurance that a number of governance
matters related to the smooth running and operations of the College are being taken
forward accordingly and will be carefully handled.

Data Protection

There are no data protection implications arising as a consequence of this report.

Recommendations

It is recommended that members note the content of this report and appendices.

Further Information

Further information can be obtained from Lisa Clark, Director of Estates and Corporate
Services - lisaclark@glasgowkelvin.ac.uk or Jason Quinn, Director of Digital Services
— jquinn@glasgowkelvin.ac.uk

Lisa Clark and Jason Quinn
Director of Estates and Corporate Services/Director of Digital Services
February 2023
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PLUS

Glasgow Kelvin College

123 Flemington Street Springburn Glasgow G21 4TD

COMPLIES WITH THE REQUIREMENTS OF THE CYBER ESSENTIALS PLUS SCHEME

NAME OF ASSESSOR :
CERTIFICATE NUMBER : DATE OF CERTIFICATION : 2023-01-26
PROFILE VERSION : RECERTIFICATION DUE :  2024-01-26

SCOPE : Whole Organisation

SCAN THIS QR CODE TO VERIFY THE AUTHENTICITY OF THIS CERTIFICATE

CERTIFICATION MARK CERTIFICATION BODY CYBER ESSENTIALS PARTNER

CYBER
ESSENTIALS

~ BARRIER
v/ NETWORKS \/ CONSORTIUM

CERTIFIED
PLUS

The Certificate certifies that the organisation was assessed as meeting the Cyber Essentials Plus implementation profile and thus that, at the time of testing, the organisation’s ICT defences were assessed

as satisfactory against commodity based cyber attack. However, this Certificate does not in any way guarantee that the organisation’s defences will remain satisfactory against a cyber attack.
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Appendix 2

Martyn’s Law Factsheet

Home Office news team, 19 December 2022 - Fact sheet

On Monday 19 November, the Government announced details for the Protect Duty,
now to be known as ‘Martyn’s Law’ in tribute of Martyn Hett, who was killed alongside
21 others in the Manchester Arena terrorist attack in 2017.

Why do we need Martyn’s Law?

There have been 14 terror attacks in the UK since 2017. These tragic attacks have
caused deaths and casualties amongst people going about their everyday lives.

The terrorist threat we currently face is multifaceted, diverse, and continually evolving.
As such, it remains difficult to predict which locations could be targeted by terrorists
with attempts being harder to spot and harder to stop.

We need to improve security and ensure robust, proportionate, and consistent
measures at public places to make sure we can better prepare and improve public
security, in light of possible future attacks.

We are aware through engagement with industry that, without legal compulsion,
counter terrorism security efforts often fall behind legally required activities. The
prioritisation, consideration and application of security processes and measures is
currently inconsistent.

What will Martyn’s Law do?

Martyn’s Law will keep people safe, enhancing our national security and reducing the
risk to the public from terrorism by the protection of public venues.

It will place a requirement on those responsible for certain locations to consider the
threat from terrorism and implement appropriate and proportionate mitigation
measures.

The legislation will ensure parties are prepared, ready to respond and know what to
do in the event of an attack. Better protection will be delivered through enhanced
security systems, staff training, and clearer processes.

Who will be in scope?

Premises will fall within the scope of the Duty where “qualifying activities” take place.
This will include locations for purposes such as entertainment and leisure, retail, food
and drink, museums and galleries, sports grounds, public areas of local and central
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Government buildings (e.g., town halls), visitor attractions, temporary events, Places
of Worship, health, and education.

It is proposed that the Duty will apply to eligible locations which are either: a building
(including collections of buildings used for the same purposes, e.g., a campus); or
location/event (including a temporary event) that has a defined boundary, allowing
capacity to be known. Eligible locations whose maximum occupancy meets the above
specified thresholds will be then drawn into the relevant tier.

Therefore, premises will be drawn into the scope of the Duty if they meet the following
three tests:

e That the premises is an eligible one — i.e., building or event with a defined
boundary.

o That a qualifying activity takes place at the location; and

e That the maximum occupancy of the premises meets a specified threshold — either
100+ or 800+

How will it work?

The Bill will impose a duty on the owners and operators of certain locations to
increase their preparedness for and protection from a terrorist attack by requiring
them to take proportionate steps, depending on the size and nature of the activities
that take place there.

Proportionality is a fundamental consideration for this legislation. It will therefore
establish a tiered model, linked to the activity that takes place at a location and its
capacity:

o A standard tier will drive good preparedness outcomes. Duty holders will be
required to undertake simple yet effective activities to improve protective security
and preparedness. This will apply to qualifying locations with a maximum capacity
of over 100. This could include larger retail stores, bars, or restaurants.

e An enhanced tier will see additional requirements placed on high-capacity
locations in recognition of the potential catastrophic consequences of a successful
attack. This will apply to locations with a capacity of over 800 people at any time.
This could include live music venues, theatres, and department stores.

Who will it apply to?

Premises will fall within the scope of Martyn’s Law where “qualifying activities” take
place. This will include locations for purposes such as entertainment and leisure,
retail, food and drink, museums and galleries, sports grounds, public areas of local
and central Government buildings (e.g., town halls), visitor attractions, temporary
events, Places of Worship, health and education.



Eligible locations whose maximum occupancy meets the above specified thresholds
will be then drawn into the relevant tier.

There will be some limited exclusions and exemptions from the Duty. This includes
locations where transport security regulations already apply; and those that are
vacant over a reasonable period or are permanently closed. Those with a large floor
space and low occupancy in practice (e.g., warehouses and storage facilities) as well
as offices and private residential locations, will not be in scope.

What will the standard tier be asked to do?

Standard Duty holders will need to undertake easy and simple activities to meet their
obligations. This will include completion of free training, awareness raising and
cascading of information to staff and completion of a preparedness plan.

The aim is to ensure staff are better prepared to respond quickly to evolving
situations, aware of what processes they should follow, able to make rapid decisions
and carry out actions that will save lives. This could be as simple as locking doors to
delay attackers progress and access whilst guiding staff and customers to alternative
exits. It could also enable lifesaving treatment to be administered by staff whilst
awaiting the arrival of emergency services.

What will enhanced tier be asked to do?

A risk assessment and security plan, considered to a ‘reasonably practicable’
standard, will be required. This will allow Duty holders to assess the balance of risk
reduction against the time, money and effort required to achieve a successful level of
security preparedness - a recognised standard in other regulatory regimes (including
Fire and Health and Safety).

What about locations run by volunteers?

Government intended for places of worship to receive bespoke treatment under the
duty, in reflection of the existing range of mitigation activities delivered and funded by
Government to reduce their vulnerability to terrorism and hate crime. All places of
worship will be placed within the standard tier of the Duty regardless of their capacity,
barring a small cohort across all faiths that charge tourists for entry and/or hire out the
site for large commercial events.

Charities, community groups and social enterprises own and operate a broad range of
locations (museums, national trust sites, sizeable public venues e.g., the royal opera
house and national theatre). Some organisations also hire out premises to others for
various purposes. As most locations owned or operated by charitable organisations,
community groups and social enterprises will likely fall below the 800+ capacity
threshold, Government considers the requirements to be proportionate



Will this affect accessibility?

Duty requirements will vary but would for many include changes to security systems
and processes, and how staff are trained. As such, many changes the Duty will drive
are likely to be ‘behind the scenes’ that the public would not notice. In some
instances, physical security features might however be obvious to the public but they
should never compromise accessibility.

How will Martyn’s Law be enforced?

An inspection capability will be established to seek to educate, advise, and ensure
compliance with the Duty. Where necessary, the inspectorate will use a range of
sanctions to ensure that breaches are effectively dealt with.

How will you ensure this doesn’t create undue burden on businesses?

Consultation and ongoing liaison with the business community is integral to our
approach. Government has carefully considered the impact on premises and
locations that may be captured. This includes ensuring requirements placed on Duty
holders are proportionate whilst achieving better public security, and without placing
undue burden on parties responsible for public places. However, it is reasonable that
many locations should take appropriate and proportionate measures to protect their
staff and the public.

Is there support for this legislation?

The Manchester Arena Inquiry Volume One Report strongly recommended the
introduction of a duty to improve the safety and security of public venues.

The London Bridge and Borough Market inquests also recommended the introduction
of legislation which would govern the duties of public authorities regarding protective
security.

Seven in ten respondents to the Protect Duty consultation agreed that those
responsible for publicly accessible locations (PALs) should take appropriate and
proportionate measures to protect the public from attacks. This 18-week
consultation This 18-week consultation closed on 2nd July 2021 and received a
total of 2,755 responses from a wide range of participants across the UK.

Figen Murray and the Martyn’s Law campaign team have tirelessly campaigned for
the introduction of new legislation. Their efforts have helped Government raise
awareness of this important issue. Collaboration continues as we engage both the
public and industry partners to debate how we can work together to improve public
security.

Proposals to date have been well received by the security community and
Government’s commitment to this reform has been broadly welcomed in Parliament,



as Members of both Houses recognise how important it is to improve safety and
security for our citizens, so they can go about their lives without fear.

Will Martyn’s Law apply to all of the UK?

Yes. The legislation will apply across England, Wales, Scotland and Northern Ireland,
as national security is a reserved matter for the UK Government.

When will this important legislation be introduced?

The Government will introduce the Protect Duty as soon as parliamentary time
allows.

When will the Protect Duty become law?

It is not possible to give a date. There will be a lead in time allowing for those
captured by the Duty to prepare for commencement, and as soon as the
parliamentary timetable is known this will be set out.

What are you doing to ensure public places have appropriate security before
Martyn’s Law is implemented?

Martyn’s Law is one part of our extensive efforts across Government including those
of the police and security services, to combat the threat of terrorism. There remains
an extensive programme of guidance in place which has been developed by security
experts, Counter Terrorism Policing, and other partners to provide stakeholders and
others responsible for public places, with high quality advice. Many businesses and
organisations already do excellent work to improve their security and preparedness —
however the absence of legislative requirements has at times led to inconsistencies
and lack of clarity on accountability. Government wants to redress this position
through this reform.

How will my business be supported on Martyn’s Law?

Dedicated guidance and support will be provided for Martyn’s Law, to ensure that
those in scope have the required information on what to do and how best to do it. As
part of this approach, we will expand the support available to those responsible for
delivering security in public places.

A new online platform has been developed by the National Counter Terrorism Security
Office (NaCTSO), Home Office and Pool Reinsurance to support all those seeking to
enhance their protective security. ProtectUK is a central, consolidated hub for trusted
guidance, advice, learning and engagement with experts in security and Counter
Terrorism. It will serve as the ‘go to’ resource for free, 24/7 access the latest
information on protective security and will be regularly updated with new engaging
content and increased functionality.
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