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For Noting

Glasgow Kelvin College
Audit and Risk Committee Meeting of 22 February 2022
Risk Management Update

Report by Vice Principal Operations and Director Of Corporate Services

Introduction

It is normal practice that the Strategic Risk Register is considered at every meeting of the Audit
and Risk Committee, Risk Management Committee and is considered twice per year by the
Board of Management and once per year by each of the other formal Sub Committees of the
Board.

A copy of the Strategic Risk Register as at 15 February 2022 is provided for information at
Appendix 1.

Risk Management Activities

Since the last Audit and Risk Committee in November 2021 and Board Meeting in December
2021, a number of activities have taken place in relation to Risk Management:

o The membership of the College’s Risk Management Committee has been updated to
reflect the new Terms of Reference approved in December 2021;

o The Risk Management Teams site has been redeveloped to create space for the new
Team Risk Registers so that these are held and maintained in once location. Access is
appropriately managed,;

o All staff Risk Management Awareness Sessions took place on Tuesday, 18 January 2022
at 10am and on 24 January 2022 at 4pm. These sessions, which were optional for staff,
were delivered by Alan Ross from Zurich and well over 100 people attended. The second
one was recorded and slides were made available. This will be uploaded to the College
staff area and promoted again over the next quarter;

o The College’s Risk Management Committee met on 25 January 2022; and

o A further Team Risk Register will be created for Communications and Marketing given the
focus on this area moving forward. The session to create the Register, again facilitated by
Zurich, is scheduled for 23 February 2022.

Risk Register Review

The new Strategic Risk Register has been in place since December 2021. At the Board of
Management meeting on 13 December 2021, it was agreed that a new risk would be added to
specifically cover the ongoing implications of Covid 19. This Register was presented to the
College’s Risk Management Committee on 25 January 2022 and no changes were made at this
time.

The Risk Title, Residual Risk Score and colour of the twelve risks which could impact on the
College’s ability to deliver its strategic ambitions are summarised in the table below including
Inherent Risks Scores/Categories and Residual Risks Scores/Categories. The scores are
unchanged since the last Board Meeting - full detail is at Appendix 1.



Risk Date . . Risk Appetite | Movement in
Ref No | Identified R IR IR RR RR Category Period
1 04/11/2021 SFC Review 20 12 High 1. Policy PN
2 04/11/2021 GKC Identity 16 9 High 2. Reputation PN
3 04/11/2021 People 20 4 Medium 5. Workforce PN

4 04/11/2021 Litigation / 7. Legal &
Compliance 16 3 Medium |Compliance PN
(including Health
5 04/11/2021 Curriculum ) 6. Student
Relevance 16 9 High Experience ©
6 04/11/2021|Sustainable Funding 3. Financial
16 12 High PN
7 04/11/2021| Student Experience i 6. Student
16 9 High Experience And
8 04/11/2021 Environment ) 8. Environmental
16 ° High | Sustainability <
9 04/11/2021 Digital . 4. Digital
Transformation | 16 6 Medium «
10 04/11/2021 |Student Recruitment 6. Student
& Retention 20 12 High Experience —
11 04/11/2021 Cyber Risk 25 12 High 2. Reputation PR
12 13/12/2022 COVID-19 - 1. Policy
Ongoing 25 12 High >
Implications

The College considers risks on an ongoing basis these include:

Covid-19 and related negative effects on credits/delivery/students/staffing/resources.
An emerging/changed world/hybrid learning and teaching/working/the job market.
Brexit and related negative effects on staffing and supplies i.e. shortages.

The impacts of the Climate Emergency.

The Review of Coherent Provision and Sustainability of the Glasgow Region.
Inflation/cost of living, high energy and food prices.

National Insurance increases (April 2022).

Mental health/delays to operations etc.

NJNC — Formal Notification of Dispute.

Budget Cuts for 2022-23.

SFC — In Year Redistribution of Credit Activity for AY 2021-22.

Foundation Apprenticeship delivery.

Further information/detail has been provided on some of the above items throughout this report.

NJNC — Formal Notification of Dispute

Audit and Risk members have been provided with a copy of the correspondence received under
agenda Item 16.

There is a real risk of industrial action as a result of this pay dispute. The actual dispute is
managed nationally and is not technically within the College’s gift to resolve. However, the
College has had previous experience of managing and mitigating the impact of such action, but
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this would be particularly challenging given the impact on learning and teaching already
experienced this year.

Budget Cuts for 2022/23

Audit and Risk members have been provided with a copy of the correspondence received under
agenda Item 17.

Current indications are that, while the College was very prudent in setting its three year budgets,
there is a significant negative budget implication for 2022/23 and beyond, specifically in relation
to Foundation Apprenticeship income. SFC still requires to provide clarification in relation to
certain aspects of this. Until this is received, it will be impossible to determine the full impact on
the College’s financial position for next year.

This funding allocation will also impact on how the College manages the changes required at
Section 6 below.

SFC —In Year Redistribution of Credit Activity for AY 2021-22

Audit and Risk members have been provided with a copy of the correspondence received under
agenda Item 18.

SFC has notified Colleges of its intention to clawback funding this year for undelivered Credits;
while this is normal practice, it has not happened in the previous two Academic Years since the
pandemic hit and was not expected this year. The College has provided an anticipated number
to the SFC and it is expected that, in the first instance, Credits will be reallocated across the
Glasgow Region.

The maximum value that will be clawed-back is 75% of the Credit Value and this will be factored
in to the Quarter 2 Financial Forecast.

Foundation Apprenticeship Delivery

Following months of discussion, a decision has been taken to disband the Regional Foundation
Apprenticeship Team, which is managed by the College. The three individual Colleges will
manage and deliver their own Foundation Apprenticeships (FAs), but a regional steering group
will maintain regional coordination of programmes offered by the three colleges. This will
also provide a forum to promote collaborative approaches, ensure that class sizes are viable
and minimise any unintended competition. Recruitment for 2022/23 is still being led by the
Regional Team but, from next year, the plan is to have a digital front door for Glasgow for
the FA programme.

An Executive Committee meeting was held on Thursday, 10 February 2022 to discuss this
in detail and the FA Team was told of the plans on the morning of Friday, 11 February 2022.

The paper presented to the Executive Committee highlights a number of risks and mitigating
actions in relation to managing this change.

Air Handling Unit Installation

The College began work on the replacement of the main air-handling units at its Springburn
Campus building on Thursday, 10 February 2022. While units at all other campuses are still
relatively new in terms of their service lifespan, the existing air-handling units at Springburn are
over 12 years old and, as part of the estates capital plan, required to be replaced. This project
has cost over £310k and is nearing completion.
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10.

11.

The aim of the replacement of the units is to future-proof the College with energy-efficient air-
handling units that are fit-for-purpose, economical and deliver significant improvements in air
quality at Springburn Campus, while maintaining the College’s commitment to sustainability and
the environment.

The new units will be able to process a greater cubic volume of air compared to the previous
units, while new filtration racks will greatly improve the air-quality throughout the building
benefitting staff, students and visitors.

The works will represent an overall cost saving to the College through significant improvements
in energy efficiency resulting in reduced energy bills and a further reduction in the College’s
carbon footprint.

Images of the works to replace the air-handling units are attached as Appendix 2 to the report.
This project was a massive undertaking involving late night and weekend working for minimal
disruption to College operations.

Fire Risk Assessment

An annual fire risk assessment was carried out at all campuses. At the time of writing this report,
the final report is awaited. Minor issues were flagged and these are being worked on at present

whilst we await the report.

The final report and all actions taken will be communicated to Audit and Risk members.

Cladding

During a period of extremely windy weather, a very small cladding panel was dislodged from the
Springburn Campus building and fell to the ground. This was obviously very unexpected and
should not have happened. Checks have been made of the cladding panels in previous years
and minor repairs were made. For completeness, a full review of all cladding panels has been
undertaken and any work required will be carried out as a matter of urgency.

Due to Brexit, purchasing replacement panels from suppliers in the EU is proving problematic.

Vandalism at East End Campus

During the pandemic, it has become apparent that teenage gangs are beginning to form; this is
likely to be in relation to youth centres, clubs, sports facilities etc being closed. The press story
is at the link below:

Scotland Racing Headlonq into a Teen Gang Crisis

It was with sadness that we noted our recycling bins in our new East End Community Garden
were destroyed by fire over one weekend in an act of vandalism.

We are keen that no further damage to our Community Garden occurs and that this area is
retained as a welcome sanctuary/learning opportunity for the students, staff and communities of
the College. As such, we have felt it necessary to have the Garden monitored/patrolled by one
of our Security companies for a trial period of time.

A temporary security tower has been installed which is a mobile camera unit and works as a
perimeter alarm system. This is monitored by a monitoring station which enables an operator to
speak directly to people, who may intend to vandalise the garden, that the Police have been
contacted. Images relating to this matter are shown at Appendix 3.


https://glasgowkelvin.sharepoint.com/:b:/r/sites/Cte-BoardofManagement/Shared%20Documents/Audit%20and%20Risk%20Committee/Meeting%2003%20-%2022%20February%202022/Linked%20Reports/Item%2011%20-%20Scotland%20Racing%20Headlong%20into%20a%20Teen%20Gang%20Crisis%20News%20Article.pdf?csf=1&web=1&e=vZEe92

12.

High Energy Prices

Members will be aware of the global trend in significant increases in energy prices. Gas and
electricity prices continue to increase across short-term and long-term contracts. Compared with
the last Price Risk Guidance, there has been a consistent upward price movement which showed
little sign of easing moving from 2021 into 2022.

How has the gas & electricity price position changed?

o Future seasonal gas prices increased by between 21% and 73% from Oct to Dec 2021

o Future seasonal electricity prices increased by between 17% and 59% from Oct to Dec
2021

o Upward price movement across all seasons has averaged 36% for gas and 31% for
electricity

o 83% of gas and 86% of electricity requirements for 2022/23 are already purchased.

What has been driving prices?

o Russia and their increasing threat to invade Ukraine.

o Nord Stream 2 gas pipeline to Germany remains a political pawn. The US has reiterated
its threat to block the pipeline should Russia invade Ukraine.

o European gas storage withdrawals are a concern, as levels reduce to 62% (Dec 21).

o Omicron impact is being monitored, what future restrictions may look like and how this
could influence energy costs.

o Asian demand for Liquified Natural Gas (LNG) remains moderate, as UK imports increase.

o Colder weather temperatures and low wind (reducing wind turbine energy generation) are
current key energy cost drivers.

Wider market positions

Oil has marginally decreased to $73/barrel

EU Carbon had strengthened to €84, but since decreased to €73
UK Carbon had also strengthened to €79 and moved down to €76
Sterling has seen a slight decline to 1.17 £/€ and 1.32 £/$

Estimated wholesale costs, if the College purchased all energy today (based on recent
estimates):

Estimated Wholesale Cost @ L. Estimated Wholesale Cost @
Gas Electricity
20/12/21 20/12/21
2.620p/pkWh 7.231p/pkWh
Apr22-Mar23| (83% of volume already purchased) |Apr22-Mar23| (86% of volume already purchased)
2.513p/pkWh 7.989p/pkWh
Apr23-Mar24| (50% of volume already purchased) |Apr23-Mar24| (50% of volume already purchased)

What measures are in place to mitigate price volatility and exposure to customers?

o Scottish Procurement Alliance have a Risk Management Committee who oversee policy,
procedures and the performance of the purchasing strategy.

o Regular reports are provided on market conditions, future energy purchases already
secured, exposure to risk and can take mitigating action when necessary, to protect the
strategy.

o Scottish Procurement Alliance purchase gas and electricity up to 2% years in advance,
which has provided a high level of protection from the current record high prices. It also
means 83-86% of next year’'s energy has already been purchased and 50% for 2023/24.

o By purchasing over a long period of time, it smooths out the volatility of energy prices and
provides customers with a secure and fixed price each year.
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13.

14.

15.

o Scottish Procurements due diligence means there is no security of supply concerns for
Natural Gas or Electricity. Our Suppliers are stable and not exposed the financial
pressures which have seen smaller energy firms collapse.

The effect of the massive increase in energy prices will negatively affect our students, staff,
suppliers etc.

Mental Health

Negative impacts of the pandemic are particularly prevalent in relation to poor mental health and
has resulted in higher course drop-out rates. For students’ personal and citizenship
development, they require the opportunity to see each other in person and make connections;
this has not occurred due to home learning.

The College is aware of the challenges that many students, and indeed staff, will face as we
return to in-person teaching/learning and working. Many people will have undertaken only
limited amounts of on-campus activity during the past two years and it is likely that a large
number of people will be apprehensive, particularly those who are clinically vulnerable or are in
close contact with others such as family members who are clinically vulnerable. It is therefore
important that consideration is given to how this transition back to greater in-person
teaching/learning/working will be managed, and what level of support will be required to ensure
that all staff, students/learners’ needs will be met.

The College is employing a Wellbeing and Engagement Lead to assist with addressing poor
mental health.

Governance Questions Still to be Answered

The article attached Appendix 4 - Article , suggests that there is a concern in relation to
governance arrangements within Scotland’s colleges and discusses the Board of Management
of Glasgow Clyde College being removed in 2015 and the current situation unfolding at South
Lanarkshire College.

As has been evident previously, it is likely that governance failings in the sector will result in
greater governance scrutiny/reporting arrangements for the college sector.

The Board of Management at Glasgow Kelvin College remains committed to maintaining high
standards of corporate governance as evidenced in the recent Externally Facilitated
Effectiveness Review report.

Risk Management Committee

At a recent Risk Management Committee meeting, due cognisance was taken of key risk
reports/publications/newsletters; links provided below:

HEFESTIS Newsletters 5 November 2021 - 14 January 2022

The approved minute of the Risk Management Committee held on 2 November 2021 is provided
for interest and perusal.

Risk Management Minute 02 November 2021



https://glasgowkelvin.sharepoint.com/:b:/r/sites/Cte-BoardofManagement/Shared%20Documents/Audit%20and%20Risk%20Committee/Meeting%2003%20-%2022%20February%202022/Linked%20Reports/Item%2011%20-%20Appendix%204%20%20-%20Governance%20Questions.pdf?csf=1&web=1&e=Mw34KT
https://glasgowkelvin.sharepoint.com/:b:/r/sites/Cte-BoardofManagement/Shared%20Documents/Audit%20and%20Risk%20Committee/Meeting%2003%20-%2022%20February%202022/Linked%20Reports/Item%2011%20-%20HEFESTIS%20Newsletters%205%20November%202021%20-%2014%20January%202022.pdf?csf=1&web=1&e=firTZn
https://glasgowkelvin.sharepoint.com/:b:/r/sites/Cte-BoardofManagement/Shared%20Documents/Audit%20and%20Risk%20Committee/Meeting%2003%20-%2022%20February%202022/Linked%20Reports/Item%2011%20-%20Risk%20Management%20Minute%202%20November%202021.pdf?csf=1&web=1&e=9zMgIB

16. Resource Implications
There are some additional resource implications in relation to items referred to in this report i.e.:

e SFC Credit Funding clawback for 2021/22;

negative implications of indicative SFC budget for 2022/23;

overtime/cover costs arising as a consequence of staffing shortages due to the Covid19
pandemic and related implications;

inspection of cladding at Springburn Campus;

cost of additional security at our East End Community Garden;

extremely high energy costs looming on the horizon;

inflation/cost of living and food prices; and

National Insurance increases (April 2022).

17. Risk & Assurance

The rising costs of energy, National Insurance contributions and food will have a severely
detrimental impact on the poorest people in the societies we serve. There are real risks that
people, already badly affected by the effects of the pandemic, will be placed under even more
pressure by the rising costs of living. We can expect to see declining mental health, wellbeing,
cold, illness and, sadly, hunger in the communities we serve. The College must strive to be a
place of welcome relief and hope during these difficult times.

The introduction of new air-handling units will provide enhanced air quality throughout the
Springburn Campus; this is particularly important in relation to Covid-19 and issues pertaining to
ventilation improvement.

18. Equality
As aforementioned, the most deprived members of the communities we serve will be the most
badly affected by the events we face nationally. People, already on the poverty line will feel the
demands placed on already meagre resources. Demands on mental health services and food
banks are at an all-time high. The College will strive to provide as many services to students as
possible in an effort to make the campus buildings as welcome and pleasant as we can.

19. Data Protection
There are no issues arising from this report in relation to data protection. The College has put in
place all Data Share Agreements and signage as per requirements.

20. Recommendations
Members of the Audit and Risk Committee are recommended to note the contents of this report,
links and appendices provided for members information.

21. Further Information
Members can obtain further information on the contents of this report from Jeanette Evans,

Vice Principal Operations at jevans@glasgowkelvin.ac.uk or Lisa Clark, Director of
Corporate Services at lisaclark@glasgowkelvin.ac.uk

JE/LC
Glasgow Kelvin College - February 2022
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GLASGOW KELVIN COLLEGE - Strategic Risk Register

Appendix 1

[Board 7Committee

|Preparea by: Jeanette Evan:

|contact Name and Tel. No.:

INHERENT ASSESSMENT
. . P . : : Risk .| Early Warning Mechanisms,
Risk Date " N Risk " Controls and Mitigating Risk Appetite Risk Date Movement in Date of Next
RefNo | Identified ez Description REkEmE (L[ | = ® Actions B B Category | Appetite | Treotment [ o iewed | Period FEME NESEIEBAMIIR || ™oy
Approach Action Required
1 04/11/2021|  SFC Review | RISK: Being forced into position that is Principal & 1. Engagement with GCRB, SFC, Scot Gov, & UK Gov. 1. Policy Cautious Early Warning Mechanism
against our vision & mission, or reduces  |CEO / Chair 2. Political engagement with local & national politicians 1. Outcome of consultants
community engagement, e.g. A single 3. Engagement about possible models with other colleges options appraisal
governing body for Glasgow 4. Board understanding & support 2. Ministerial responses /
5. Identified forums where we can share our vision statements from Scot Gov
CAUSE: Failure to project a clear GKC 6. Direct community engagement 3. Performance Monitoring
identity or vision; failure to proactively 7. Improved operating position & management of performance 4. GCRB Comms
engage in review; other voices are louder / 8. Identifed awards & other opportunities to raise profile
stronger; or poor operating performance. 4|52 9. Interaction with Scot Gov officials 12 High Treat | 04/11/2021 New |Actions Planned 22,0222
10. Operational collaboration projects with other colleges 1. Develop a college strategy for
EFFECT: Lose local autonomy; unable to stakeholder consultation
meet local community needs; GKC identity is 2. Improving recruitment &
lost; loss of social footprint; loss of staff. student outcome performance
3. Continuing to influence GCRB
decision making
4. Identify opportunities to
collaborate
2 | 04/11/2021 | GKCldentity |RISK: Lack of understanding or awareness |Vice Principal 1. Tendering for new website 2 Reputation | Minimalist Early Warning Mechanism
of the critical part GKC plays in - Operations 2. Developing new internal & external comms & marketing 1. Negative publicity
communities; don't communicate USP framework (in train) 2. Poor recruitment figures
3. Actively seeking to promote successes
CAUSE: Do not proactively promote identity, 4. Faculties using own social media Actions Planned
& of GKC; i 5. Investment in marketing resource 1. Review of Comms & Marketing
comms on identity & successes; failure to 6. Employer engagement activity ) resource
illustrate impact we have; underinvestment in 41416 7. Awards - putting forward GKC 9 High Treat 04/11/2021 New 2. Strategic Priority to raise profile | 22:02.22
marketing / messaging. 8. Community Engagement, e.g. Hub 3. Campus Project
9. Digital strategy / My Kelvin 4. New website
EFFECT: Weak employer engagement; 5. Comms & Marketing
students choose another college; affects risk Framework
no. 1
3 04/11/2021 People RISK: Not having agile, motivated, well- Dir. Human 1. People Strategy 5. Workforce | Cauttious Early Warning Mechanism
informed, or appropriately skilled workforce | Resources 2. Representation in employers association 1. Staff turnover
3. NINC negotiator 2. Absences
CAUSE: Demographics of workforce; 4. 0D framework 3. HR Heatmap
national bargaining; NJNC notification of 5. TU engagement
dispute; employment relations; lack of / 6. RPA Actions Planned
insufficient CPD; failure to attract talented 7.TRCC 1. Workforce Planning
individuals; failure to retain talented 8. Recruitment & Retention Policies & Procedures 2. Continuous improvement
individuals; unable to predict needs of the 9. Culture of empowerment programme
future; affordability of job evaluation. 10. 3 Year Rolling Budgets .
5|42 4 | Medium Treat | 04/11/2021 New 22,0222
EFFECT: Unable to compete with industry;
staff ability to be innovative is restricted;
unable to deliver curriculum in areas of
student demand; morale; financial stability.
4 04/11/2021|  Litigation/ | RISK: Non-compliance with key legislative or| Dir of 1. Policies & procedures 7 Legal & Averse Early Warning Mechanism
Compliance | regulatory requirements Corporate 2. Members of national groups to keep aware of developments Compliance 1. Horizon scanning
Services / & & upcoming changes (including Health 2. HR Heatmap
CAUSE: Lack of awareness, understanding | Dir Human 3. Horizon scanning for changes to legislation or regulations & Safety risks) 3. Compliance metrics
or training & [ 4. Legal advice
with established processes; not keeping up 5. CPD programme v Actions Planned
o date with changes in case law. 4| al1e 6. Stalf training 3 | Medium Treat | 04/11/2021 New 1. None Planned 2202.22
7. Internal & external audit programme provides assurance
EFFECT: Possible fines & litigation; 8. External DPO
reputational damage; implications for board
accountability.
5 04/11/2021|  Curriculum | RISK: Curriculum doesn't meet current or | Vice Principal 1. Curriculum reviews 6. Student Open Early Warning Mechanism
Relevance  |future needs of students, employers, or - Curriculum 2. Staff training / CPD Experience 1. Recruitment & retention of
community partners, or the economy 3. Emp engagement students
4. Schools engagement 2. Emp & student feedback
CAUSE: Ageing workforce; lack of 5. Partners - HE 3. Success rates
curriculum innovation; staff knowledge & 6. Labour market intelligence
expertise; People risk (Risk No. 3); employer 7. Staff structures / PDR Actions Planned
eengagement; outdated or lack of resources; 4| 4|16 8. Industry bodies 9 High Treat 04/11/2021 New '1. Strengthen CPD for staff 22.02.22
unreliable information / data; growth of digital 9. Student feedback 2. Strengthen Curriculum review
teaching / you tube. 10. Collaboration with partners & colleges 3. Digital / blended development
11. Digital transformation 4. Targeted emp engagement
FFECT: Diminishing recruitment; 5. Creation of Centres of
reputation; student achievement; reputation. Excellence
6. Green Kelvin
6 04/11/2021|  Sustainable | RISK: Inability to secure appropriate levels of Vice Principal 1.3 year budgets 3. Financial Cauttious Early Warning Mechanism
Funding funding to deliver objectives. - Operations 2. Management accounting & budgetary control 1. Negative variances
3. Quarterly budgets & forecasting 2. quarterly reviews
CAUSE: constraints of current funding 4.TRCC 3. Budget reviews
structures & levels; budget cuts; Scot Gov / 5. Compliance framework - review, monitor & control of funding 4. Nov SFC Nov cut-off
SFC funding models; constraints in public obligations
finances; non-compliance; Foundation 6. Annual internal audit programme Actions Planned
Apprenticeship arrangements changing, re- 7. Funding officer in Business Development team 1. Enhancing business
distribution of credit activity for 2021-22, NI 8. Underlying cash position to agreed levels. . intelligence on funding streams
costs rising, inflation high yenergy prices 41418 o B o 12 High Treat | 04/11/2021 New |5 Buﬁdmg A 220222
soaring 10. Buiding- 3. Curriculum planning
4. Identify alternative funding
EFFECT: loss of income; inability to deliver streams / Business Development
financially sustainable budgets; med-long Ambitions
term sustainability at risk; impact on
curriculum delivery; job losses
7 04/11/2021 | Student Experience| RISK: Poor student experience Vice Principal 1. Curriculum quality assurance 6. Student Open Early Warning Mechanism
- Curriculum 2. Quality framework Experience 1. Student numbers metrics
CAUSE: Poor physical environment; quality 3. Curriculum Planning 2. Student destination
of teaching; lack of teaching skills or 4. Student feedback
resources; lack of support services 5. Engagement with Student association Actions Planned
6. Learning & support services 1. Campus Project
EFFECT: Impact on retention of students; 7. CPD for staff 2. Retention improvement plan
reputational damage among possible future ala|e 8. Investment in estate 9 gioh Treat | 04/11/2021 New 13 Quality system review & 220222
students; financial instabilty; performance 9. Planned & routine maintenance development
outcomes affected; relationship with 10. Operational planning process has Student Engagement at 4. Business Intelligence reporting
employers; failure to deliver Government heart & monitoring
ambitions 11. GTCS Strategy 5. Learner engagement
6. GTCS Strategy
8 04/11/2021|  Environment | RISK: College fails to meet targets in Vice Principal 1. Public Sector Climate Change Report completed annually, 8_Environmental | Minimalist Early Warning Mechanism
relation to sustainabiliy, e.g. Net Zero - Operations / 2. Funding to recruit Environmental Manager secured from the 1. PSCC metrics
Director of SCIO for 2 years.
CAUSE: Lack of resources to implement; | Corporate 3. Individual appointed and start date awaited Actions Planned
lack of skils to implement; sustainabityis | Services 4. Environmental Manager will raise environmental awareness 1. Recruitment of Environmental
not embedded within curriculum; cannot & access funding streams. Manager
access funding; limited by pace of indust 5. Green Kelvin initative is a key strategic priority. ) 2. Implementation of Green Kelvin
o Y P " 4| 4|16 6. Awareness raising activity paramout, 9 High Treat 04/11/2021 New ac“c: plan 22.02.22
EFFECT: Do not meet targets; impact on 3.CPD
future generations; reputation with students, 4. Curriculum changes
future students, community & government
affected
9 04/11/2021 Digital RISK: Inability to deliver Digital Vice Principal 1. Strategy & Programme 2. Digital Cautious Early Warning Mechanism
it Strategy & Prog - Curriculum 2. Staffing structure to support delivery 1. Missed deadlines / milestones
3. Increased resources to implement
CAUSE: Lack of resources to implement; 4. Staff training & awareness Actions Planned
lack of skills to implement; user skills 5. New software 1. Implementation of programme:
insufficient; poor change or project 6. Website tendering . further development of business
managemn? ge o proj 4| 4|16 7 Increased devices available to staff & students 6 | Medium Treat 04/11/2021 New inteligence '0‘: 22.02.22
8. Programme management / governance learning & teaching development
EFFECT: Reputation with students & staff 2. Continuation of staff training
affected; operational effectiveness reduced;
student experience deteriorates
10 | 04/11/2021 Student RISK: Fail to Recruit or Retain Sufficient | Vice Principal 1. Admissions process 6. Student Cautious Early Warning Mechanism
Recruitment &  [students or leamers - Curriculum 2. Marketing Experience 1. Student recruitment metrics
Retention 3. Monitoring attendance & performance 2. Drop out metrics
CAUSE: Effectiveness of admissions 4. Wellbeing Lead appointed to engage with student body.
process; monitoring of information; lack of Actions Planned
identity; ineffective marketing; curriculum :
offer does not meet student needs 5|42 12| High Treat | 04/11/2021 New > 2202.22
EFFECT: Students do not get access to
quality leaming & teaching; class sizes are
not sustainable; reduced funding; additional
expenditure; COVID-19 mental health
challenges.
11 | 04/11/2021 Cyber Risk | RISK: A widespread cyber-attack breaches | Vice Principal 1. Automated patch management 2 Reputation | Minimalist Early Warning Mechanism
college defence - Curriculum 2. Mandatory training for all college employees 1. Monitoring of key systems
3. Firewall & DN protection performance & availability
CAUSE: A malicious breach of college 4. MFA (multi-factor authentication) controls 2. Log management / monitoring
systems possibly caused by: user error / 5. Safelinks 3. Monitoring of open source
lack of training or education; lack of patch 6. Information security policy cyber intelligence, websites etc.
management; failure of perimeter security; ; gm‘-\‘mus & m‘a‘wa'e sckans
oor development practices; lack of evelopment frameworks § Actions Planned
vstment m prmepction S5 9. Knowledge sharing with peers 12 High Treat | 04/11/2021 New |1 Review need for zero-trust 220222
10. Cyber security insurance architecture
EFFECT: Loss of business critical systems; 11. Disaster Recovery / Business Continuity Plan in place - 2. Review how embedded
college reputation damaged / loss of including backups mandatory training is for all staff
credibility; impact on individual people (data
subjects); possible fines or litigation; cost to
repair or restore; impact on students /
student experience
12 | 13/12/2022 | COVID-19- |RISK: Ongoing negative impact of COVID- | Principal & 1. Discussions taking place about a hybrid model of working to 1. Policy Caltious Early Warning Mechanism
Ongoing 19 on all aspects of College operations. CEO/ Chair enable people to start to think about this. 1. Monitoring of Scottish
Implications 2. Enhanced cleaning regime remains in place throughout the Government messag
CAUSE: New virus strains causing campus buildings. 2. Management/monitoring of
higher/ongoing levels of staffing absence 3. Social distancing in place. staffing situations
due to llness/self-isolation. Staff members 4. Rooms ventilated if at all possible; upgrade to ventilation 3. Monitoring of positive test
at work feeling under increased pressure. system at Springburn Campus. cases/health issues.
Individuals living in a constant state of fear 5. Low numbers of people in campus buildings/hybrid working
for circa 2 years has resulted in mental will ensure this is still low. Actions Planned
health deterioration/issues related to 6. Signage in place. § 1. Keeping abreast of Scottish
anxiety/lack of confidence. Return to 5|52 7. Anti-virus hand sanitiser and wipes available across the 12 High Treat | 13/12/2022 New Government's guidance. 25/01/2022
model causing feelings of entire campus. 2. Keep a close watch on staffing
unease. 8. Masks available. levels and cover required.
9. External signage.
EFFECT: Loss of business, reduced 10. LFD tests available.
student learning experience, higher than 11. Wellbeing high on the agenda for the College student and
normal drop out rates/absence; high costs staff population
for staff cover, college reputation
damaged/ioss of credibilty; very negative
impact on different groups of people.
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Likelihood Consequence Likelihood x Consequence

Critical risk — should be

TITLE DESCRIPTION SCALE TITLE DESCRIPTION SCALE eliminated or moved to a
lower level
Very high chance, or even Undesirable — must be
. . L ) Death, total systems loss, i )
Almost Certain certainty, that this will 5 Catastrophic 5 8-12 |avoided if reasonably
unacceptable outcome .
happen practicable
“Major” injury/illness, Acceptable — can be accepted
Likely Likely to happen 4 Major ) jury/ 4 3-7 P P

major damage or impact provided risk is managed

Loss time injury/illness,

Possible chance of Low -no further consideration

Possible ) 3 Moderate serious damage or 3 1-2 .
happening . required
impact

Minor impact or

Unlikely Small chance of happening 2 Minor P 2

outcome

Very unlikely. Assumption is Very minor. Little

Rare ¥ . .y P 1 Insignificant ¥ 1

that it will never occur consequence

_Risk remains above acceptable level N Increasing Trend
Risk remains undesirable Decreasing Trend

Risk is acceptable or can be managed & Constant Trend




Risk Appetite Statement

This statement specifies the Risk Appetite or willingness of the Board of Management to accept or
tolerate different types of risk. The Board is responsible for the overall management of risk and
opportunity. It sets the risk appetite and ensures there is an appropriate balance between risk and
opportunity and that this is communicated to the management team.

The Board of Management are Risk Minimalist in respect of all matters which involve the stewardship
of College funds and our reputation. It is risk averse in compliance with legislation. This includes
compliance with high standards of health & safety management. The College is a dynamic and
innovative educational institution which is willing to accept a level of risk as it seeks to identify new
ways of working which will improve the quality and range of services it offers to the communities
which it serves.

The Risk Appetite Statement is integrated with the Risk Register and will be taken account of on all
occasions the Risk Register is considered by the Board of Management, its Audit and Risk
Committee and its other Standing Committees. At each review of the Risk Register the level of
mitigation must be considered against the assessed level of Risk attached to any item on the Risk
Register and the Risk Appetite applicable to it.

Risk Appetite

Risk Category Averse Minimalist |Cautious JOpen Hungry

. Policy

. Reputation

. Financial

. Digital

. Workforce

(28 K20 o [980 SR

. Student Experience

7. Legal & Compliance
(including Health & Safety risks)

8. Environmental Sustainability




Appendix 2 — Air Handling Unit Installation at Springburn Campus

Crane arrival and set up




Appendix 3 — East End Community Garden — Vandalism/CCTV Tower

Waste
Recycling

Mived I General I Mi's
s

Recycling Bins prior to vandalism

Damage caused to Bins

Example of CCTV Tower Area of camera coverage

CCTV Signage . )
CCTV Signage in place



